STUDENT OUTLINE                    W100
  J-2G-4200  


DEPARTMENT OF THE NAVY

Expeditionary Warfare Training Group, Pacific

3423 Guadalcanal Road

San Diego, CA 92124-5099

LESSON PLAN W100

INTRODUCTION TO INFORMATION OPERATIONS

(SLIDE #1)

INTRODUCTION










(10 Min)

1.
GAIN ATTENTION. (SLIDE #2) We start first with World Wars I and II, where for the first time we see significant OPSEC campaigns and the execution of large-scale deception operations.  Later in Vietnam, we saw the use of public affairs bring the war into our nations living rooms. In 1979, the hostage crisis and failed rescue attempt with operation Desert One, and then Grenada, all provided lessons learned in the use Information Operations. Following these, we see a subtle change in the names given to operation in order to provide a positive message about our efforts.  The war with Iraq has been thoroughly documented as a highly successful use of information Operations.  Follow-on operations in Asia, Africa, and Europe have all seen application of the facets of information warfare.  While information warfare may be new to many of us in this room, it has been a force multiplier for those implementing it throughout the ages.  Contemporary anti and counter terrorism efforts will be no different and will see the use of information operations to identify and counter our foes in the accomplishment of our mission.  Throughout history, long before the titles that appear on this slide, the elements of what we now entitle Information operations were being used to gain advantage over ones enemies.   A historical look at almost any campaign, battle, or operation will yield examples of how information operations were employed and how they influenced the events leading to accomplishment of or sadly in some cases, failure to accomplish our mission.  As warriors, it is up to us, to learn from these events, and employ information operations in tomorrows operations, battles, and campaigns to minimize friendly casualties, increase the ferocity of our attacks, and ensure our success across the spectrum of conflict.  

2.  OVERVIEW. (SLIDE #3) After a brief introduction to IO/IW/C2W, we will define and discuss the reasons for development, (SLIDE #4) capabilities and related activities, subdivisions and staff responsibilities concerning Information Operations (IO).

3.  INTRODUCE LEARNING OBJECTIVES.

TERMINAL LEARNING OBJECTIVE:

With the aid of references and during the performance exam, show the relationship between Information Operations, Information Warfare and Command and Control Warfare and how these concepts can be used to support Expeditionary Warfare, in accordance with the references.

Enabling Objectives:
W100-1: Without the aid of references, IDENTIFY in writing, the definition of Information Operations, in accordance with the references.

W100-2:  Given a list of capabilities and related activities of Offensive and Defensive Information Operations and without the aid of references, MATCH the list with either Offensive or Defensive Information Operations, in accordance with the references.

W100-3: Without the aid of references, IDENTIFY in writing the two (2) major subdivisions of Information Operations, in accordance with the references.

W100-4:  Without the aid of references, IDENTIFY in writing the composite warfare commander responsible for Information Operations, in accordance with the references.  

4.
METHOD / MEDIA.  This period of instruction will be in the form of a lecture supported by computer-generated graphics.

5.
EVALUATION.  The material contained in this period of instruction is testable and will be covered in both a written and performance examination.

TRANSITION. (SLIDE #5) Are there any questions before we continue? We will begin by taking a look at the strategy behind Information Operations (IO).

BODY












   (60 Min)


a. Information Operations (IO) is an integrating strategy.  It is a means by which the United States can accomplish our national security goals. Information operations can be used throughout the entire conflict continuum from peacetime through war and all period in between.  
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a. National strategy includes the use of diplomatic, information, military and economic (Acronym DIME) power as necessary during peace and war, to afford maximum support to policies, in order to increase the probabilities and favorable consequences of victory and to lessen the chances of defeat.  
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b.  Military strategy is the use or the threat of using armed forces of a nation to secure national objectives.  IO is a way of accomplishing these national security goals by attacking an adversary’s will and his/her ability to command and control their forces while at the same time defending our own ability.  
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Policy, Directives, Instructions, doctrine, and other publications provide the guidance for DoD Information Operations.  IO Planners and operators must be cognizant of all relevant orders and guidelines to ensure

integration of efforts at all echelons of command.

2. KEY DEFINITIONS OF INFORMATION OPERATIONS 
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a. Command and Control (C2).  The exercise of authority and direction by a properly designated commander over assigned forces in the accomplishment of the mission.  Command and control functions are performed through an arrangement of personnel, equipment, communications, facilities, and procedures employed by a commander in planning, directing, coordinating, and controlling forces and operations in the accomplishment of the mission. (JP 3-13)


b. Command, Control and Communications (C3).  If you want to accomplish C2 over distances then you must add communications. (JP 3-13)
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c. Command and Control Warfare (C2W).  The integrated use of operations security, military deception, psychological operations, electronic warfare, and physical destruction, mutually supported by intelligence, to deny information to, influence, degrade, or destroy adversary command and control capabilities, while protecting friendly command and control capabilities against such actions.  Command and control warfare is an application of IO in military operations. (JP 3-13)


4. INTELLIGENCE
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Intelligence is the term we in the military give to those aspects of information required by a commander concerning the enemy, the terrain and the weather.  The intelligence we need to conduct IO is far more detailed than that required conducting conventional military operations.  (SLIDE #16) As an example consider this, when commander is about to attack an adversary battalion he will likely want to know what type of weapons they have; who can support them if attacked; what actions they are likely to take if attacked; and other things such as their current levels of supply.  For a commander planning to defeat this same battalion using IO the questions become much more specific and detailed.  Do the troops trust their commander?  Does the commander have the ability to independently maneuver his battalion or does he have to get approval from higher headquarters?  What frequency does the battalion use or do they even use radios as their primary means of communication?  As you can see, the level of detail required will create a challenge both for the intelligence personnel as well as for the rest of the command. 

5. IO BACKGROUND AND DEVELOPMENT.  Here's what IO can do for you.  As you can see, IO is a force multiplier. (SLIDE #17)
d. Information Warfare (IW).  IO conducted during time of crisis or conflict to achieve or promote specific objectives over a specific adversary or adversaries.  Also called IW. (JP 3-13)
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3. IO DIVISIONS

Now that you know the capabilities and related activities of Information Operations, let’s take a look at the two major subdivisions of Information Operations:  
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a. Offensive IO – The integrated use of 

   assigned and supporting capabilities and   

   activities, mutually supported by 

   intelligence, to affect adversary decision 

   makers to achieve or promote specific 

   objectives.  These capabilities and 

   activities include, but are not limited to, 

   operations security, military deception, 

   psychological operations, electronic 

   warfare, physical attack and/or destruction, 

   and special IO, and could include computer 

   network attack.
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a. Defensive IO – The integration and 









   coordination of policies and procedures, 









   operations, personnel, and technology to 









   protect and defend information and 









   information systems.


a. Where did these capabilities come from?
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b. The Defense Science Study Board of 1977 took a look at the overwhelming numerical superiority that the Warsaw pact had over NATO at the time.  The board concluded that when in this situation it is best to target the enemy's C2 systems and to protect our own C2 systems.  This was a good concept, but the soviets were one step ahead of us.


c. The soviets had developed what they
called Soviet Radio Electronic Combat Doctrine, (SLIDE #25) which was the combination of electronic warfare and destruction to target their enemy's C2 systems.  Their goal was the destruction/degradation of 30-50% of the adversary's C2 assets.  In 

response, we developed Command, Control and Communication Counter-measures

(C3CM).  And today, C3CM is commonly referred to as C2W. (SLIDE #26)
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C2W was only part of the picture.  As

we began to look deeper into destroying an adversary’s C2, we found that we could take it further.  Instead of just affecting the 

commander, why not all his forces or even all 

the citizen of his country?  By including 

Psychological Operations, civil affairs (CA) 

and public affairs (PA) we could affect a 

situation not only during conflict, but early 

enough to perhaps prevent a conflict from 

starting.  IO is the culmination of all of 

these aspects.  IO is a strategy that can be used throughout the spectrum of conflict from peace to conflict to war and back to peace, making it much more useful and of greater flexibility.
(To remember the components of IO and its related activities use the acronym DOPE D CCP).


6. IO CAPABILITIES AND RELATED ACTIVITIES.   All of the tools are integrated with one another and all require detailed intelligence support.
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a. Physical Destruction/Targeting.  I'm not 

talking about the total annihilation of the enemy forces, i.e. carpet-bombing, attrition warfare, but rather going after key C2 nodes.









(1) General Patton's quote. (Slide #28)
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(2) These are examples of key C2 nodes that you 









would want to target for destruction.









(3) Do you need intelligence for destruction?  









Yes you do!  For example, you could be 









targeting an enemy CP on hill 871 all day long, 









but if you did not get the intelligence that 









the enemy command post (CP) relocated to hill 









873 twelve hours ago then you are wasting 









valuable time, ammunition and effort.


(4) Intelligence will help a commander find the enemy’s center of gravity and critical vulnerability, so he can bring maximum force to bear on key adversary weaknesses.


b. Electronic Warfare (EW) (SLIDE #30)
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(1) EW is the exploitation of the 

electromagnetic spectrum.  There are three categories of EW:










(a)Electronic Attack (EA) is the 










offensive exploitation of the 










electromagnetic spectrum.










(b) Electronic Protect (EP) is the 










defensive exploitation of the 










electromagnetic spectrum.




(c) Electronic Support (ES) is the actions taken by a commander or supporting elements that aid in the decisions to attack and/or protect C2 assets.  


c. Military Deception (SLIDE #32)
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(1) (SLIDE #34) Deception involves

actions taken to mislead someone into doing something to your advantage.  There are three factors planners must consider: 










(a) (SLIDE #35) Deception Objective 










is what you want the enemy to do or fail 










to do at a critical time on the 










battlefield...the desired action.










(b) (SLIDE #36) Deception Target is the 










enemy commander who does or fails to do something at a critical time on the battlefield...the decision maker.   

(c) (SLIDE #37) Deception Story is what you want the enemy to perceive in order to accomplish the deception objective...the credible picture you paint on the battlefield.



(2) (SLIDE #38) The one critical factor involved with planning deception is time.  You will need time to employ your deception plan with all assets involved and the enemy will need time to collect on the information that you feed him as part of your deception plan.



(3) There are three categories of deception:




(a) Strategic military deception - military deception planned and executed at the national level to support national objectives.




(b) Tactical military deception - military deception planned and executed by and in support of operational commanders against a pertinent threat in support of national objectives.




(c) Department/Service deception - military deception planned and executed by military service about military systems, doctrine, tactics, techniques, personnel or service operations, or other activities to result in foreign actions that increase or maintain the originator's capabilities relative to adversaries.  



(4) Do you need intelligence for deception?  Yes, because you don't want the enemy to know your true intentions.  Additionally, you must know the means by which the enemy can collect information.  Intelligence assets may also provide the means to assess whether the enemy is reacting according to your plan. 



(5) Regarding deception/OPSEC, Winston Churchill once said, "In war time truth is so precious that she should always be attended by a bodyguard of lies."

d. Operations Security (OPSEC).  The two 
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(SLIDE #40)










(1) Destruction - you don't want the 










enemy to know what, where, and when you 










are targeting for destruction.



(2) EW - you don't want the enemy to know where and when you are trying to intercept his communications.



(3) Deception - you don't want the enemy to know where and when you are trying to deceive him.



(4) Psychological Operations (PSYOP) - you don't want the enemy to know where and when you are trying to influence his behavior

e. Psychological Operations.  The 

[image: image17.wmf]Operations Security

The Process of 

Denying

Enemy 

Information

About Friendly 

Capabilities and Intentions by 

Identifying, Controlling and 

Protecting Indicators

Associated 

With Planning and Conducting 

Military Operations

leaflets depicted were used effectively to convey a message to Iraqi Forces during the Gulf War.  (SLIDE #42) The upper most warns of attack from the sea, and the lower one warns the reader that they will be bombed tomorrow, and provides instructions on how to surrender.  Credibility for the warnings was established by carrying out the bombings.  

f. Computer Network Operations (CNO) – 
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Computer network attack is defined as Operations to disrupt, deny, degrade, or destroy information resident in computers and computer networks, or the computers and networks themselves.  There are also some related terms such as Information Assurance (the defensive aspect) and

Computer Network Exploitation (use of the networks to gain intelligence). 

(SLIDE #44) These terms do not appear in the Joint Pub since their complete definitions are still being worked out. (SLIDE #45) IO is still in the developmental area and the evolution of terms is ongoing.

g. Civil Affairs/Public Affairs – Are 
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(1) Civil Affairs.  Defined as: The 










activities of a commander that establish, 










maintain, influence, or exploit relations 










between military forces and civil 










authorities, both governmental and 










nongovernmental, and the civilian 










populace in a friendly, neutral, or 










hostile area of operations in order to 










facilitate military operations and consolidate operational objectives.  CA may include performance by military forces of activities and functions normally the responsibility of local government.  These activities may occur prior to, during, or subsequent to other military actions.  They may also occur, if directed, in the absence of other military operations.



(2) Public Affairs.  Is defined as:  Those public information, command information, and community relations’ activities directed toward both the external and internal publics with interest in the Department of Defense.

7. IO STAFF RESPONSIBILITIES (SLIDE #47)
The Information Warfare Commander is responsible for Navy Information Operations.  The operations officer is responsible for IO for the Marine Air-Ground Task Force (MAGTF).  However, both will require plenty of help from other staff members.  

8. PLANNING IO

The following applies for planning IO:


a. IO planning is accomplished in both the deliberate and crisis action planning processes and is incorporated in the joint force commanders’ (JFC) overall operations planning.  IO planning must be based on and support IO objectives.

h. IO planning must be broad-based and encompass employment of all available IO resources – joint, service, interagency, and multinational.
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c. IO planning must begin at the earliest stage of a JFC’s campaign or operation planning.  Ideally, peacetime IO planning within a combatant commander’s area of responsibility (AOR) will provide a basis for subsequent IO in war and military operations other than war (MOOTW) in that AOR.

i. (SLIDE #50) IO planning must analyze the risks of compromise

adversary reprisal, collateral damage, escalation of hostilities, and uncoordinated or inadvertent counteraction of IO activities by the various joint, Service, and/or interagency IO capability providers that may be released to the combatant commander for employment.

SUMMARY












(10 Min)

1.
(SLIDE #51) WHAT'S THE VALUE ADDED?  Saving lives, not only the enemy, but also friendly lives as well. 

2.
The synergistic effect achieved through the application of all elements of IO/IW in conjunction with the concurrent use of other forms of combat power provides a powerful level with which to achieve success on the modern battlefield. Commanders can increase their relative combat power through the skillful integration of IO/IW/C2W into their military operations.

3.
Unlike attrition warfare, where strength is pitted against strength in order to wear down the opponent, IO/IW seeks to create gaps in the enemy defenses by denying information to, influencing, degrading, or destroying the adversary's command and control system. Furthermore, IO/IW seeks the "soft" targets whose exploitation will yield the greatest effect while simultaneously preserving our combat power.

OPPORTUNITY FOR QUESTIONS







(10 Min)

1.
QUESTIONS FROM THE CLASS. (SLIDE #52)

2.
QUESTIONS TO THE CLASS.

a. What are the six elements of IO/IW?

OPSEC, Deception, PSYOP, EW, Destruction, CNO

b. What are the two divisions of IO/IW?

Offensive and Defensive IO

c. Who is responsible for IO/IW?

Navy (FIWC/IWC) Marine (Future Operations Officer)
Student References:


1. JP 3-13, Joint Doctrine for Information Operations


2. JP 3-13.1, Joint Doctrine for Command and Control Warfare


3. NWP 3-13, Command and Control Warfare

LESSON PLAN W100-2

INTRODUCTION TO INFORMATION OPERATIONS

ACRONYMS LISTING
Listed below are important acronyms that are commonly used.  A review and familiarization is required to adequately learn with the normal pace of instruction for this and subsequent courses.

	AOR
	Area of responsibility

	
	

	C2
	Command and Control

	C2W
	Command and Control Warfare

	C3
	Command, Control and Communications

	C3CM
	Command, Control, Communications Counter-Measures

	CNO
	Computer Network Operations

	CP
	Command Post

	
	

	EA
	Electronic Attack

	EP
	Electronic Protect

	ES
	Electronic Support

	EW
	Electronic Warfare

	
	

	IO
	Information Operations

	IW
	Information Warfare

	
	

	JFC
	Joint Force Commander

	
	

	MAGTF
	Marine Air-Ground Task Force

	MCWP
	Marine Corps Warfighting Publication

	MOOTW
	Military Operations Other Than War

	
	

	NATO
	National Allied Treaty Organization

	NWP
	Naval Warfare Publication

	
	

	OPSEC
	Operations Security

	
	

	PSYOP
	Psychological Operations

	
	

	US
	United States
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Deception

Actions Taken to Mislead the Enemy, Causing Them to Derive and Accept Friendlys’ Intentions.  Their Reaction Contributes to Friendly Objectives

HAS TO BE INTEGRATED WITH Destruction, OPSEC, PSYOP & EW
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Psychological Operations

The Use of Mass Media to Convey Selected Information and Indicators to Foreign Audiences, to Influence Emotions, Motives, Objective Reasoning and Ultimately the Behavior of the Local Populace Towards US Forces

(JP 1-02)
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Computer Network Operations

Computer Network Attack:  Disrupt, Deny, 

Degrade, or Destroy Information or Physical

Components 
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Civil Affairs  and Public Affairs

Operation Joint Endeavor 

Civil Military Affairs 

works wonders for children 

Civil Affairs:  Relations Between Both 

Government and Non-Government 

Authorities.

Public Affairs: Information and Community 

Relations Activities Directed at Internal and 

External Public. 



A child from the village of Hadzici, Bosnia and Herzegovina, receives a stuffed animal from the Civil Military affairs civilian relief group Samaritan¹s Purse on July 18, 1996. The relief organization and the military worked together to distribute donated toys and candy to the children in the village. DOD photo by Senior Airman Blaze E. Lipowski, U.S. Air Force
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Operations Security

The Process of Denying Enemy Information About Friendly Capabilities and Intentions by Identifying, Controlling and Protecting Indicators Associated With Planning and Conducting Military Operations



A security forces specialist scans the horizon from a security tower in the U.S. military compound at an operating base in Southwest Asia on February 23, 1998. Airmen assigned to the 4406th Security Forces Squadron (provisional) are providing force and resource protection as part of a force augmentation in Southwest Asia. DoD photo by Tech. Sgt. James D. Mossman, U.S. Air Force
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Destruction
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Information Operations

IO Involve Actions Taken to Affect Enemy Information & Information Systems While Defending One’s Own Information & Information Systems



Apply Across All Phases of an Operation, the Range of Military Ops & at Every Level of War

Intelligence & Communication Support Are Critical to Conducting Offensive & Defensive IO
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Information Operations

OFFENSIVE IO – Involve the Integrated Use of Assigned & Supporting Capabilities & Activities, Mutually Supported by Intelligence, to Affect Enemy Decision Makers & Achieve or Promote Specific Objectives
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Ideal Joint IO Cell

CISO	Counterintelligence Support Officer			OPSEC	Operations Security

JCEWS	Joint Force Commander's Electronic Warfare Staff 		PAO	Public Affairs Officer

JPOTF	Joint Psychological Operations Task Force		PSYOP	Psychological Operations

JSOTF	Joint Special Operations Task Force			STO	Special Technical Operations
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If you ever get the capability to work in a joint IO cell, do so, as it's a great learning advantage to be involved in the overall planning.  This shows you all the members of a joint IO cell, but you will probably  never see all these folks sitting down at one table at the same time.  All of these members are usually not required at the same time; for example, the Staff Judge Advocate will not be required until they start in on Rules of Engagement (ROE).  You may also see one person holding two or more hats (which is more common than expected).
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-Department of Defense Directive (DODD)S-3600.1, “Information Operations,” 

-Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 3210.01A, “Joint

-Information Operations Policy,” 

-CJCSI 6510.01B, “Defensive Information Operations Implementation,”

Joint Doctrine

Service Doctrine
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Command, Control &Communications (C3)
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Defense Science Board Study of 1977

When Outnumbered – Protect, Preserve & Properly Posture One’s Forces

Battle Management Capability – Achieve Local Numerical Superiority

Development of New Weapons/weapon Systems

Disrupting Enemy C2 Systems

Russians Had an Unacceptable Advantage in EW Called “Radioelectronic Combat”
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Intelligence

The Product Resulting From the Collection,  

Processing, Integration, Analysis, 

Evaluation & Interpretation of Available

Information Concerning Foreign Countries

(JP 1-02)

Combat Intelligence – the Knowledge of the Enemy, Weather & Terrain Features Required by a Commander in the Planning & Conduct of Combat Operations
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Military Strategy

The Art & Science of Employing the Armed Forces of a Nation to Secure the Objectives of National Policy by the Application of Force or the Threat of Force.

(JP 1-02)
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National Strategy

The Art & Science of Developing & Using Political, Economic, Psychological & Military Forces as Necessary During Peace & War, to Afford the Maximum Support to Policies, in Order to Increase the Probabilities & Favorable Consequences of Victory and to Lesson the Chances of Defeat.

(JP 1-02)








