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ANNEX K (Communications & Information Systems) OPORDER 0204-01 

KEDGE HAMMER 04

Reference: 

a. MCWP 6-22 Communications and Information Systems

b. MCWP 5-1 Marine Corps Planning Process

c. COMSECONDNCB/COMTHIRDNCBINST 2000.2

d. ACP-121 Communications Instructions-General

e. CMS 21 Communications Security Material

Time Zone: Hotel

1. General

a. Purpose. This Annex provides guidance for the employment of CIS required to support 9th NCR Operations.

b. Situation

1. General. See Annex C (Operations)

2. Enemy. See Annex B (Intelligence)

3. Friendly. See Annex A (Task Organization)

2. Mission. See Basic Plan OPORD 0204-01

3. Execution. As directed.

a. Back-up equipment and alternative communications paths will be installed when practical to enhance the communications systems reliability, flexibillity, and responsiveness to support commanders and staff.

b. Radio nets will be combined whenever possible to conserve the frequency spectrum and reduce communications equipment and personnel.

c. Maximum effort will be made to ensure that emissions equipment is romoted away from all command post.

d. All units will establish and make use of a messenger service.

e. Radio nets must be able to hook up to AFP participating units radio net.

4. Operational Concept

a. When directed, all attached and subordinate units will provide interal and external communications CJTG elements as required.

a.1. Due to wide dispersion and mobility of CJTG elements, single channel radio is the primary means of communication.

b.1. An Integrated Field Wire System will be established and maintained to provide inter-camp conductivity within all attached and suborinate unit compounds.

c.1. A limited internal LAN system will be established once all SCR and wire curcuits are established.  This internal LAN may be connected to higher headquarters WAN depending on location and equipment availabilty from 30th NCR to attached and subordinate units.

5. Task and Responsibilities

a. 9th NCR

a.1. Provide communication systems planning support to subordinate units.

b.1. Design and engineer command and control (C2) systems as necessary to provide for rapid, secure, redundant tactical command and control of FSSG.

c.1. Publish applicable guidance and directives for this operation.

d.1. Plan and coordinate connectivity to support a Tactical Data Network (TDN) at the 9th NCR Main Command Post and Subordinate units.

e.1. Install, operate, and maintain a COC facility in support of the 9th NCR.

1. Ensure that the communications officer and command are informed of the communications circuit status.

2. Ensure that the communications systems is handled expeditiously with internal and external agencies.

3. Ensure that the communication officer and command are apprised of the availability of commercial (local, civilians) telecommunications and their status.

f.1. Provide the net control station for all 9th NCR radio circuits. 

g.1. Ensure crypto files are changed as prescribed in the CEOI to this operation.

b. NAVAL MOBILE CONSTUCTION BATTALION (NMCB 1)

a.1. Install, operate, and maintain external communications circuits to 9th NCR as directed in the CEOI to this operation.

b.1. Prior to 9th NCR mainbody arrival, prepare a site for the antenna farm, located a minimum of 150 feet from the communications tent.

c.1. Ensure all communication personnel have the proper cridentals and security clearance to handle CMS and CCI assets.

c. NAVAL MOBILE CONSTUCTION BATTALION (NMCB 22)

a.1. Install, operate, and maintain external communications circuits to 9th NCR as directed in the CEOI to this operation.

b.1. Provide own communication assets.

d. NAVAL MOBILE CONSTRUCITON BATTALION (NMCB 25)

a.1. Install, operate, and maintain external communications circuits to 9th NCR as directed in the CEOI to this operation.

b.1. Provide own communication assets.

e. 3rd Naval Construction Battalion, Naval Construction Brigade, Philippine Navy  (AFP)

a.1. Install, operate, and maintain external communications circuits to 9th NCR as directed in the CEOI to this operation.

b.1. Provide own communication assets.

f. 51st Engineering Brigade, Philippine Army (AFP)

c.1. Install, operate, and maintain external communications circuits to 9th NCR as directed in the CEOI to this operation.

d.1. Provide own communication assets.

6. Coordinating Instructions

a. All communications units will maintain continuous physical communications security.  This includes communication services are available during the deployment, operations and redeployment phases of BK –04. 

b. Greenwich Mean Time (ZULU time zone) will be used as universal time for all communications systems to include network servers and individual workstations.  Greenwich Mean Time is local Phillippines time –8 hours. 

c. CEOI, for this operation, will be forwarded to subordinate commands under a separate cover.

d. All units are required to post the appropriate security banner on every US only SIPRNET, and US only NIPRNET PC.

1. SIPRNET (RED): (GENSER SECRET) U.S. ONLY

2. NIPRNET (GREEN): (UNCLAS) U.S. ONLY

3. Supervised NIPRNET (GREY): (UNCLAS U.S./AFP Only).

e. All communications units should deploy with a minimum of 1 day supply of batteries until generator power is on line.

7. Special Measures  

a. Safety is paramount in working with communications electronics equipment and must be strictly adhered to.

b. Users of Field Telephone Systems are cautioned that these systems are Non-Secure and are open to enemy interception.

8.
Administration and Logistics
   a. Administration. 

a. All units will turn in ALL hazmat i.e. ( used/dead Batteries ) No dead batteries of any kind will be transported back to homeport.  DO NOT PRESS DISCHARGE BUTTON ON BATTERIES

b. Major system and/or circuit outages in excess of 15 minutes must be reported to 9th NCR via COMMSTAT report.

    b. Logistics.   
  

a. See Annex  D (Logistics).

b. See Annex P

c. Units will deploy with the capability to perform basic Organizational and field Maintenance of Communicatioins- Electronic equipment.

d.  Units will op check all equipment prior to Embarkation for this operations.

9. Command Post
a. See Annex A (Task Organization).
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