Unclassified


APPENDIX 01 (Force Protection Plan) to ANNEX C (Operations) to OPORDER 0204-01
Ref:

a) OPORDER  KH04

b) USPACOMINST  3850.2K USPACOM Antiterrorism Program, July 2003

c) DOD  Directive 2000.12,  DOD Combating Terrorism Program, 18 Aug 2003

d) DOD  Directive 2000.16,  DOD Combating Terrorism Standards, 14 June 2001

e) COMNINTHNCRINST 3300.1(draft) Command Antiterrorism/ Force Protection Program, 10 May 2003

f) NMCB1 Force Protection Plan for Mindanao (to be published)

g) NMCB22 Force Protection Plan for Mindanao (to be published)

h) NMCB25 Force Protection Plan for Mindanao (to be published)

i) MAP of Mindanao sheet  ______ Series______

Enclosures:

1. Force Protection Diagrams (to be determined)

2. Bomb Threat Procedure Worksheet (Telephone)

3. Threat Formation Worksheet

4. A Brief Guide to Self Protection Against Terrorist Attacks

5. Postal Security Measures Checklist

6. Personal Vehicle Security Tips

7. Ground Transportation Security Tips

8. Vehicle Bomb Search

9. Crisis Action Response

10. Force Protection Definitions

Reference (b) requires submission of a force protection plan for Department of Defense (DOD) personnel traveling in foreign areas with a recognizable terrorist threat (i.e. low, moderate, significant, or high).  The following information is submitted in compliance with references (a) through (e) for the travel to the project sites.  The exercise will cover the time period from February 23 2004.  This plan will apply to all participants and visitors within the area of operations 

Orientation 

Projects venues is Davao City; assigned units are depicted below.
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1. Situation:

A. Threat Level.  The Terrorism Threat Level (TTL) to DOD facilities interests and personnel in the Philippines is assessed as HIGH.  The DOD terrorist threat assessment factors of existence, history, capability, intentions and targeting are assessed as being present.  The Criminal Threat Level (CTL) in Manila is medium.  The Naval Criminal Investigative Service (NCIS) and USCICPAC threat assessments for Manila have been reviewed and provided as information to all deploying personnel.

B. Force Protection Condition (FPCON).  Hq USPACOM has identified the regions of Mindanao, the Sulu archipelago and the Mount Pinotubo as off limits.  DOD and military personnel are restricted from taking any tours requiring the presence of armed guards or escorts for protection.  Additionally, in view of a number of security related incidents and the possibility of future terrorism, kidnappings and other violence and criminal activity, Americans traveling to the Philippines are urged to exercise great caution and maintain a heightened security awareness.  Extremist groups present Southeast Asia, such as the Jemaah Islamiyah, have demonstrated the transitional capabilities to carry out attacks against locations where Westerners congregate.  Both the Jemaah Islamiyah and al-Qaeda have collaborated with the Abu Sayyef (ASG) in the past and could possibly influence the ASG or the Moro Islamic Liberation Front (MILF) to target U.S. Personnel.  U.S. citizens are urged to defer non-emergency travel to the island of Mindanao due to recurring bombing incidents and other violent criminal activity.  U.S. citizens should also avoid all travel to the islands of Basilan, Tawi Tawi and Jolo, located in the Sulu archipelago in the extreme southwest of the Philippines due to kidnapping and other criminal activity.  The terrorist group New People’s Army (NPA), the military arm of the Communist Party of the Philippines (CPP), operates though out the country and has issued threats against U.S. citizens and interests in the Philippines.  NPA has infiltrated heavily in some rural areas throughout the country, necessitating security measures to be taken when traveling from urban areas to venues and or other urban areas.  While there is no credible indications that the NPA/CCP, MILF, or ASG intend to conduct anti-American operations at the time, targeting U.S. personnel has been the corner stone of political agendas and rhetoric of the most of the active terrorist groups in the country.  Thus, the FPCON has been set to baseline CHARLIE for the Philippines.

C. Mitigation.   The following threat mitigation restrictions are in effect for DOD personnel participating in the KH04 exercise.

a) NO personnel should leave camp premises without any proper authority for personal security reasons.

b) Avoid releasing of advance information to unauthorized persons regarding the movement. (Loose talks, rumors, etc) 

c) Avoid wearing military uniform in public places when not performing duties. 

d) Consumption of alcohol must be in moderation to maintain an alert posture.

e) Public utility vehicle (PUV) must not be used in troop and equipment movement (jeepneys, tricycles and railways)   

f) BUDDY SYSTEM- for all official trips and organic vehicle movement, at least two (2) vehicles as convoys.

g) Avoid dealing to a stranger.

. 

h) All official travel must begin and end during daylight hours (0600-1800).  Exceptions will be coordinated through the FPO for armed FP support.

i) There must be one cell phone minimum per vehicle for all official trips and convoys.

j) All official travel will be coordinated with the Force Protection Officer at least 48 hours in advance in order to facilitate coordination with Armed Forces of the Philippines to provide route security (RS) for the trip.

k) All mail and packages will be treated as potential bombs.  Conduct a limited inspection for telltale signs of a package bomb, i.e., misspelled words, excessive postage, wires, stains, etc.  Use Enclosure 5 for inspection procedures

l) The FPO will contact the embassy Regional Security Officer/NCIS Resident Agent in Charge on a daily basis.  The FPO will also liaison with the Host nation security, local security, other military security and the hotel security as necessary.

m) Accounting of organic personnel must be done regularly.

D. Friendly

a) US/RP forces (within Mindanao area) conducting the repair of bridges, airfield and water wells, to be determined.

(1) Billeting.  The exercise personnel will be staying at the construction site in Davao. The exact locations will be published once finalized.

(2)
Billeting for contingent will be collocated to the nearest military/police forces.

b) 701st Bde is located at Mawab, Compostela Valley (GC 217311).

c) 60 Inf Bn is located at Pantocan, Compostela Valley (GC 164144).

d) 72 Inf Bn is located at Dona Andrea Azunsion, Davao del Norte. (GC 038429).

e) 73 Inf Bn is located at Malagos, Calilan, Davao del Norte (GC 683956).

2.   
   Mission: 



On order, 9th NCR (Reinforced) will provides construction support to the 29th MEU (SOC) and AFP in order to sustain offensive and humanitarian (HA) operations on the Island of Mindanao. Be prepared to provide a Seabee Engineering Reconnaissance Team (SERT)for damage assessment.
2. Execution:

A. Commander’s Intent for Force Protection.  The threats to US and RP forces are well documented and should be heeded by all personnel.  I see the immediate threat as terrorist activity designed to disrupt day-to-day operations, dishearten public support for our current mission, and bring attention to the terrorist’s concerns. I plan to combat this threat to our operations by establishing a proactive force protection posture.  Our posture will accomplish the following tasks:  24 hour physical security of selected critical facilities/nodes; active counter surveillance and patrolling near beddown areas and project sites; and a quick reaction force capable of responding within 15 minutes to any potential event.  Additionally, I want to be able to transition our security force posture to a more aggressive base defense posture should the threat necessitate the increase.  As we commence operations I want my security effort to focus on the following areas in order of priority:  (1) Billeting (2) Projects sites (3) Entry Control Points (as necessary) (4) Perimeter (as necessary).  Endstate:  Secure movement of personnel and controller project work sites, as well as visible security presence at all critical sites associated with our operations.

B. Concept of Force Protection.  9NCR, 29 MEU, and AFP will conduct security operations at designed deployment sites with two organic security force.  Security force are tied to current/anticipated threat levels.  Security Force 1 consists of project site/berthing area active security as assigned by the unit OIC.  Security Force 2 consists of all remaining hands in the local areas that can secure their job site and form up under the direction of the site OIC.  Security Force 1 will conduct active patrolling and area security practices.  A Provisional Security Force consisting of Marines of varying MOSs from tenant units aboard the various exercise locations is available and in the case of a significant threat elevation will lead the site security efforts with 9NCR units augmenting those forces.

a) Physical Security at Operations and construction  Sites.  

1) Security Force 1:

(a) Provide 24-hour security at all project sites.  

(b) Provide 24-hour security patrol capability within AO

(c) Man selected perimeter guard towers as appropriate.

(d) Provide limited convoy security.

(e) Implement all current Threatcon measures.

(f) Personnel assigned to active security will maintain a Condition 4 weapon with rounds on person while on US controlled sites. 

(g) Be prepared to perform other task on orders.

2) Security Force 2 will:

(a) Provide a 15-minute rapid deployment force (RDF) 24  hours daily. 

(b) Unit OIC has take charge of Security  2 personnel and project personnel for additional force protection within AO.

(c) Unit OIC will dictate weapons conditions.

(d) Implement all current Threatcon measures.

(e) Be prepared to perform other task on orders.

b) Transportation Security

1) Maintain overall security and condition of  all movement activities inside and outside AO. 

2) NO troop movement will be made without any appropriate escort security.

3) All convoy personnel will be brief on contingency plans, safehavens, and immediate action drills before launch.

4) All convoys will maintain the ability to contact the security force command post in the event of an emergency.

(a) All personnel have received pre-departure briefings to include:

(1) Pre-approved routes

(2) No-go areas

(3) Individual protective measures

(4) Emergency phone numbers

(5) Safe haven locations

(6) Individual vehicle bomb search procedures

(7) Strip map of route issued

(8) Point and talk cards issued

(9) Overdue procedures

(b) Accountability of all personnel involved in off base travel is maintained.

(c) Communications are issued and functional.

c) Subsistence Security.  All efforts will be made to ensure the purity of all food and water consumed by each contingent. 

1) All water used for human consumption should come in sealed containers/boxes.  Any water delivered in a container subject to contamination should be tested before use. 

2) All food delivered to the contingents locations should be prepared by authorized contractors, prepared on site, or be MREs. 

3) All food and water storage sites should be closely controlled and monitored.

d) WMD Preparedness.  

1) Individual protective equipment (MCU/2P masks will be issued for training only) will be maintained by each individual and kept at the ready in accordance with the threat level.

2) In the event of an actual CBR threat, involved units will secure project locations and at the direction of troop commander, depart the AOR.

e) Rules of Engagement (ROE). To be published.

f) Plan for Arming Security Personnel.  Arming of personnel will be in accordance with current ThreatCon, unit OIC discretion and in proportion to published ROE.

g) Movement Plan for Security Personnel and Equipment.  See ref a as appropriate.  

h) Site Layout / Diagram.  See enclosure (1). 

i) Site Specific Threatcon Procedures for KH04 Exercise locations.

1) Threatcon Normal.  Threatcon Normal exists when a general threat of possible terrorist activity exists, but warrants only a routine security posture.

2) Threatcon Alpha.   Threatcon Alpha applies when there is a general threat of possible terrorist activity against personnel and facilities, the nature and extent of which are unpredictable, and circumstances do not justify full implementation of Threatcon Bravo measures. However, it may be necessary to implement certain measures from higher Threatcons resulting from intelligence received or as a deterrent. The measures in this Threatcon must be capable of being maintained indefinitely.

(a) Measure 1. At regular intervals, remind all personnel and dependents to be suspicious and inquisitive about strangers, particularly those carrying suitcases or other containers. Watch for unidentified vehicles on or near construction sites. Watch for abandoned parcels or suitcases and any unusual activity.

(b) Measure 2. The duty officer or personnel with access to building plans as well as the plans for area evacuations must be available at all times. Key personnel should be able to seal off an area immediately. Key personnel required to implement security plans should be on-call and readily available. 

(c) Measure 3. Secure buildings, rooms, and storage areas not in regular use. 

(d) Measure 4. Increase security spot checks of vehicles and persons entering the sites and unclassified areas under the jurisdiction of the project.

(e) Measure 5. Limit access points for vehicles and personnel commensurate with a reasonable flow of traffic. 

(f) Measure 6. As a deterrent, apply measures 14, 15, 17, or 18 from THREATCON BRAVO either individually or in combination with each other.

(g) Measure 7. Review all plans, orders, personnel details, and logistics requirements related to the introduction of higher Threatcons. 

(h) Measure 8. Review and implement security measures for high-risk personnel as appropriate. 

(i) Measure 9. As appropriate, consult local authorities on the threat and mutual antiterrorism measures.

(j) Measure 10. To be determined.

3) Threatcon Bravo.  Threatcon Bravo applies when an increased and more predictable threat of terrorist activity exists. The measures in this Threatcon must be capable of being maintained for weeks without causing undue hardship, affecting operational capability, and aggravating relations with local authorities.

(a) Measure 11. Repeat measure 1 and warn personnel of any other potential form of terrorist attack. 

(b) Measure 12. Keep all personnel involved in implementing antiterrorist contingency plans on call. 

(c) Measure 13. Check plans for implementation of the next Threatcon.

(d) Measure 14. Move cars and objects (e.g., crates, trash containers), at least 25 meters from buildings, particularly buildings of a sensitive or prestigious nature. Consider centralized parking. 

(e) Measure 15. Secure and regularly inspect all buildings, rooms, and storage areas not in regular use. 

(f) Measure 16. At the beginning and end of each workday, as well as at other regular and frequent intervals, inspect the interior and exterior of buildings in regular use for suspicious packages. 

(g) Measure 17. Examine mail (above the regular examination process) for letter or parcel bombs.

(h) Measure 18. Check all deliveries to messes, clubs, etc. Advise dependents to check home deliveries.

(i) Measure 19. Make staff and dependents aware of the general situation in order to stop rumors and prevent unnecessary alarm. 

(j) Measure 20. At an early stage, inform members of local security committees of actions being taken. Explain reasons for actions. 

(k) Measure 21.  Prior to the construction of each projects, send a survey team to assess the present situation in that particular area. 

(l) Measure 22. Implement additional security measures for high-risk personnel as appropriate. 

(m) Measure 23. Brief personnel who may augment guard forces on the use of deadly force. Ensure there is no misunderstanding of these instructions.

(n) Measures 24. As appropriate, consult local authorities on the threat and mutual antiterrorism measures.

(o) Measures 25-29. To be determined. 

4) Threatcon Charlie.  Threatcon Charlie applies when an incident occurs or intelligence is received indicating that some form of terrorist action against personnel and facilities is imminent. Implementation of measures in this Threatcon for more than a short period probably will create hardship and affect the peacetime activities of the unit and its personnel.

(a) Measure 30. Continue, or introduce, all measures listed in Threatcon Bravo.

(b) Measure 31. Keep all personnel responsible for implementing antiterrorist plans at their places of duty.

(c) Measure 32. Limit access points to the absolute minimum.

(d) Measure 33. Strictly enforce control of entry. Randomly search vehicles. 

(e) Measure 34. Enforce centralized parking of vehicles away from sensitive buildings. 

(f) Measure 35. Issue weapons to guards. Local orders should include specific orders on issue of ammunition.

(g) Measure 36. Increase patrolling of the installation.

(h) Measure 37. Erect barriers and obstacles to control traffic flow.

(i) Measure 38. Consult local authorities about closing public (and military) roads and facilities that might make sites more vulnerable to attacks.

(j) Measure 39-40. To be determined. 

5) Threatcon Delta.  Threatcon Delta applies in the immediate area where a terrorist attack has occurred or when intelligence has been received that terrorist action against a specific location or person is likely. Normally, this Threatcon is declared as a localized condition. 

(a) Measure 41. Continue, or introduce, all measures listed for Threatcons Bravo and Charlie. 

(b) Measure 42. Augment guards as necessary. 

(c) Measure 43. Identify all vehicles within operational or mission support areas.

(d) Measure 44. Search all vehicles and their contents before allowing entrance to the installation.

(e) Measure 45. Control access and implement positive identification of all personnel--no exceptions. 

(f) Measure 46. Search all suitcases, briefcases, packages, etc., brought into the installati.

(g) Measure 47. Make frequent checks of the exterior of buildings and of parking areas. 

(h) Measure 48. Minimize all administrative journeys and visits. 

(i) Measure 49. Coordinate the possible closing of public and military roads and facilities with local authorities.

(j) Measure 50-51. To be determined. 

j) Random Antiterrorism Measures (RAM).  Selected RAMs should be implemented based on the current Threatcon.  The following table should serve as a guide.

	THREATCON ALPHA
	THREATCON BRAVO
	THREATCON CHARLIE

	(1)
Measure 1. At regular inter​vals, remind all personnel to be suspicious and in​quisitive about strangers, par​ticularly those carrying suitcases or other containers. Watch for uniden​tified vehicles on or in the vicinity of United States installations. Watch for abandoned parcels or suitcases and any unusual activity. 
	(1)
Measure 11. Repeat measure 1 and warn personnel of any other potential form of terrorist attack. 
	(1)
Measure 30. Continue, or introduce, all measures listed in Threatcon Bravo.

	(2)
Measure 2. The duty officer or personnel with access to building plans as well as the plans for area evacuations must be available at all times. Key personnel should be able to seal off an area immediately. Key personnel required to implement security plans should be on-call and readily available. 
	(2)
Measure 12. Keep all personnel involved in implementing antiterrorist contingency plans on call. 
	(2)
Measure 31. Keep all personnel responsible for implementing antiterrorist plans at their places of duty.

	(3)
Measure 3. Secure buildings, rooms, and storage areas not in regular use. 
	(3)
Measure 13. Check plans for implementation of the next Threatcon.
	(3)
Measure 32. Limit access points to the absolute minimum.

	(4)
Measure 4. Increase security spot checks of vehicles and persons entering the installa​tion and unclassified areas under the jurisdiction of the United States.
	(4)
Measure 14. Move cars and objects (e.g., crates, trash containers), at least 25 meters from buildings, particularly buildings of a sensitive or prestigious nature. Consider centralized parking. 
	(4)
Measure 33. Strictly enforce control of entry. Randomly search vehicles. 


	(5)
Measure 5. Limit access points for vehicles and personnel commensurate with a reasonable flow of traffic. 
	(5)
Measure 15. Secure and regularly inspect all buildings, rooms, and storage areas not in regular use. 
	(5)
Measure 34. Enforce centralized parking of vehicles away from sensitive buildings. 

	(6)
Measure 6. As a deterrent, apply measures 14, 15, 17, or 18 from Threatcon Bravo either individually or in combination with each other.
	(6)
Measure 16. At the beginning and end of each workday, as well as at other regular and frequent intervals, inspect the interior and exterior of buildings in regular use for suspicious packages. 
	(6)
Measure 35. Issue weapons to guards. Local orders should include specific orders on issue of ammunition.

	(7)
Measure 7. Review all plans, orders, personnel details, and logistics requirements related to the introduction of higher Threatcons. 
	(7)
Measure 17. Examine mail (above the regular examination process) for letter or parcel bombs.
	(7)
Measure 36. Increase patrolling of the installation.


k) Bomb Threat Procedures 

1) Upon receiving an anonymous telephone call.

(a) Try to keep a word for word record of the conversation.

(b) Attempt to obtain the caller's name, address, and telephone number.  Point out to the caller that by giving these details he is indicating his call is a genuine warning.

(c) Attempt to keep the caller talking and elicit further information if possible.

(d) Summon assistance (through a telephone exchange) to trace the call and to corroborate facts and opinions.

(e) Comply with the caller's request to be connected with another extension.  Monitor the call if possible.  Alert the security officer or the of the day.

2) During call: 

(a) Try to determine the type of telephone call by contacting the operator immediately after the call ends.  Was the call operator-connected?  If the call was operator-connected, can the operator identify the source?  Was it from a pay phone?  If dialed from a pay phone was it direct dialed?

3) After the call:

a) Provide the police duty officer with details of the telephone call and make a full written record of the conversation and your impressions based on the information annotated on the telephone threat information sheet.  This could be invaluable to the local or military police.

l) Bomb Search Plan.  At least once daily, personnel will conduct searches of their respective areas for possible improvised explosive devices (IED).  In addition, all security personnel should conduct searches in conjunction with their normal tour of duty.  The following are some tips for identifying IEDs.

Outside Areas

•
Trash cans
•
Street drain systems.

•
Dumpsters.
•
Storage areas

•
Mailboxes.
•
Parked cars

Inside Buildings
•
Mail parcels or letters.
•
Restrooms

•
Inside desks/storage containers
•
Trash receptacles.

•
Ceilings with removable panels
•
Utility closets

•
Areas hidden by drapes or curtains
•
Boiler rooms

•
Recent repair/patching
•
Under stairwells

segments of walls, floors or ceilings.

Or IN PLAIN SIGHT!
m) Discovery of a Suspected IED.  When a suspicious object has been found, its location, and general description should be reported immediately to the Security Force Command Post. Do not touch or move a suspicious object. The following table summarizes steps to be taken following discovery of a suspicious object:

If object appears in an area associated with a specific individual 
or clearly identified area:

•
Ask the individual/occupants to describe objects they have brought in to work in the past few days;

•
Ask for an accounting of objects;

•
Ask for a verbal description/identification of objects

Do not reenter the facility for the purpose of identifying 
an object, which might or might not
be an IED!

Take the following actions if an object’s presence remains inexplicable.

(1)
Evacuate buildings and surrounding areas, including the search team.

(2)
Evacuated areas must be at least 100 meters from the suspicious object.

(3)
Establish a cordon and ICP.

(4)
Inform the ICP that an object has been found.

(5)
Keep person who located the object at the ICP until questioned.

n) Reaction to an Exploded IED.  The following table summarizes action to be taken in the event that an explosive/ improvised explosive device detonates.

Explosion Without Casualties

(1)
Maintain the cordon. Allow only authorized personnel into the explosion area.

(2)
Fight any fires threatening undamaged buildings if this can be achieved without risking personnel. 

(3)
Report the explosion to the PMO/Security Police/Security Forces or local police if they are not yet on scene.

(4)
Report the explosion to the installation operations center even if an EOD team is on its way. Provide as much detail as possible, e.g., time of explosion, number of explosions, color of smoke, and speed and spread of fire.

(5)
Ensure a clear passage for emergency vehicles, e.g., fire trucks, ambulances, etc., and corresponding personnel is maintained.

(6)
Refer media inquiries to the Public Affairs Officer.

(7)
Establish a separate Information Center to handle inquiries from the concerned friends and relatives.

Explosion With Casualties
(1)
Select a small number of personnel to aid in search for casualties;

(2)
Assign additional personnel responsibility for maintaining cordon to keep additional volunteers for searching for casualties; maintain cordon until EOD Team verifies no further presence of bombs/IEDs at site and fire marshal determines that risk of additional injury to searchers from falling debris is acceptable.

(3)
Attempt to prepare an accurate casualty list for notification of next of kin; delay publication of list until its accuracy is high.

(4)
Make arrangements for unaffected personnel to contact expeditiously their next of kin.

o) Alarm Plan.  An alarm plan will be established to notify all personnel in the event of an impending attack.  The alarm notification process should be as rapid as possible.  All personnel should be familiar with the alarm’s sound.  Immediate action upon hearing the alarm should be practiced.

p) Bunker Plan.  Bunkers will be established in the vicinity of all contingents occupied facilities.  First aid equipment will be maintained within the bunker.  All personnel will be familiar with the location of the nearest  bunker to their work and living space.  In the event the alarm is sounded, all personnel will proceed directly to the nearest bunker.  Individual protective equipment (helmet, flak vest, gas mask, etc) will be donned if it is readily available and its use is appropriate.  Once in the bunker, the senior occupants present will take accountability of all personnel located within the bunker.  After the all clear is given, the accountability report will be given to the security force command post to help in the assessment of casualties and the missing.  

q) OPSEC Plan.  Operational security is paramount. Our OPSEC Program seeks to deny our adversary the knowledge he requires to defeat, or lessen the effects of our actions.  When U.S. facilities are imbedded within the facilities of a foreign country where foreign nationals and third country nationals have access, extra OPSEC precautions must be taken.  

1) Conventional Military Adversaries.  Preserving the integrity of our operations may mean the difference between a precisely targeted air strike and an attack that falls harmlessly away from the intended target.

2) Terrorist Adversaries.  Terrorists hold much of the initiative in their attacks on contingent personnel, facilities, and assets.  In large measures our assets are fixed targets that operate on predictable patterns in terms of geography, time, and space.  From a terrorist’s perspective, US assets appear, on first glance, to be relatively easy targets of attack.  The purpose of our OPSEC program is to make reality and a terrorist’s first impression of US assets very different.  Terrorists in general and the terrorist leadership cadre in particular are not psychopaths, sociopaths, or crazy.  They are determined, highly motivated individuals prepared to employ force and violence as tools to achieve their goals and objectives.  In this respect they resemble adversary military forces.  The use of OPSEC techniques to confuse, deceive, and frustrate terrorists will be an important part of our OPSEC Program.

C. OPORD 0204-01 Specific Vulnerabilities.  Weaknesses are in the transiting of troops through the airport, conjugating a large group awaiting transport to the field.  These can be mitigated by armed security (AFP) for all movements and prior coordination with provincial and local law enforcement agencies.  Additional specific vulnerabilities requiring special attention include:

a) The presence of the US Commanders in the Philippines will definitely be a potential target of opportunity for the terrorist.  

b) The CMO work in the AO will also exposed the participating troops into a potential threat to their lives, for they will be working in the community for several weeks. 

D. Emergency Action Plan

a) In the event of an emergency while in billeting areas, if practical, personnel will remain in the hotel, notify the front desk and contact the FPO, number will be published later.  If the FPO cannot be contacted, notify the CDC Security at 0918-249-0991.  The U.S. Embassy will be contacted for further guidance or direction.  Embassy will provide emergency procedures for the departure from the Philippines in the case of an emergency. U.S. Embassy Marine Guard Post One phone number is 523-1001, ext 2688 or 2311 (24 hours). Regional Security Officer (RSO) phone number is 523-1001, ext 2319 or 2290.

b) Medical Facilities.   In case of MEDEVAC patient will be brought to the nearest hospital in the area before transferring to: Fort Magsaysay Army Station Hospital; Angel City Hospital and Makati Medical Center.

4. Administration and Logistics:

A. Admininstration

a) Country clearance and theater travel clearance requests will be forwarded upon finalization of the attendees list.

b) Additional and updated information will be published one week prior to the start of the projects via radio message.

B. Logistics.

a) If weapons are drawn from armory, all weapons will be cleaned prior to turn-in.

b) Medical Response Concept.  Medical personnel will establish a BAS in case of contingencies such as mass casualties or WMD casualties.  

5. Command and Signal:

A. Command

a) C2 for Force Protection Matters.  Commander 9NCR is in overall command of force protection matters concerning OPORD 0204-01.   

b) Component / Supporting Agency Chain of Command and Responsibilities.  See ref a for additional info.

B. Signal

a) Internal Force Protection Notification System.  Internal camp and site specific sabers will be used to spread any word in reference to changes in force protection. 

b) External Force Protection Emergency Communications System. Units will coordinate with adjacent units as applicable to establish coordinated signal plans for all contingencies. 

c) The U.S. Embassy Force Protection Officer’s telephone number is 63-2-523-1001 ext. 2622.  The Defense Attaché’ will be contacted regarding force protection issues and the Philippine Government.

d) Notification:  KH04 AT/FP officer will notify the Defense Attaché’s Office and the joint U.S. Military Advisory Group upon arrival in the AO.  Updated threat information will be obtained from the NCIS office upon arrival in the AO for briefing purposes to all projects participants.  Supervisory Special Agent Tim Reeves, NCIS Resident Agency Manila, telephone 63-2-523-1001 ext 2122, is the point of contact for information relating to the threat in the Area.  SA Reeves will be contacted upon arrival in the AO to obtain a threat update.

Enclosure 1 Force Protection Diagrams

Enclosure 2

Telephone Threat Information Sheet
Note:  Police most commonly need the following information.

Which unit or installation is involved? 


Nature of the threat. 


Time or period of the threat 


Who made the threat? 


Date and time of the call. 


Voice characteristics:

Was the tone normal? 


Did it sound disguised or muffled? 


Was it high-pitched or stuttering? 


Did it sound nervous? 


Was it slurred or did it indicate that the person was under the influence of alcohol or drugs? 


Was there evidence of excitement, e.g., hurried speech? 


Did the caller give the impression that the message was being read? 


Did the voice have a pronounced or recognizable accent? 


If so, what type of accent? 


Apart from establishing the sex of the caller, was there any indication that the person was young or old? 


Were there background noises?  ___________  If so,


Was there any sound which would indicate someone else was with the caller, e.g., prompting or giggling in the background?  


Was there any background noise of road traffic, aircraft, radio, juke box, etc?  


Did the caller display a detailed knowledge of the mission or layout of the unit or establishment? 


Any other pertinent information. 


Your Name:
 Organization:  
 
Phone


ENCLOSURE 3

Threat formation

BOMB

THREAT

QUESTIONS TO ASK:

1.
When is bomb going to explode?


2.
Where is it right now?



3.
What does it look like?


4.
What kind of bomb is it?




5.
What will cause it to explode?


6.
Did you place the bomb?




7.
Why?


8
What is your address?


9.
What is your name?




EXACT WORDING OF THE THREAT:

___________________

___________________

___________________

___________________

___________________

___________________

___________________

___________________

Sex of caller:________ Race:___ 
Age: ____

Length of call:____

Number at which call is received:__________

Time:_________ Date___ / ___ / ___

CALLER'S VOICE:
___ Calm
___ Nasal

___ Angry
___ Stutter

___ Excited
___ Lisp

___ Slow
___ Raspy

___ Rapid
___ Deep

___ Soft
___ Ragged

___ Loud
___ Laughter

___ Clearing throat

___ Deep breathing

___ Crying
___ Normal

___ Cracking voice

___Disguised

___ Distinct Accent

___ Slurred
___ Familiar

If voice is familiar, whom did it sound like?


BACKGROUND SOUNDS:
___ Street
___ Factory

___ Noise from machinery

___ Crockery


___ Animal noises

___ Voices___
House  

___ PA System
Noises

___ Music
____Office

___ Clear
___Static

____ Local __Long 


distance

___ Booth
___ Motor

Other __________

THREAT LANGUAGE:
___ Well spoken (educated)

___ Incoherent

___ Taped Message

___ Message read by 
threat maker

___ Foul
___ Irrational

REMARKS: _____________________

_____________________

_____________________

Report call immediately to:
__________________

Phone # ___________
Date ___ / ___ / ___

Name 


Position ____________

Phone # 


HOSTAGE

THREAT
QUESTIONS TO ASK:

1.
Who is this?


2.
Where are you calling from?


3.
Is this a prank?


4.
How do I know this is not a prank?


5.
May I talk to the hostage?


6.
Is the hostage all
 right?


7.
What do you want?


VERY IMPORTANT:

8.
Will you call back in 15 minutes?


9.
How can I contact you if I have trouble meeting your demands?


EXACT WORDING OF DEMAND:
_____________________

_____________________

_____________________

_____________________

Sex of caller:________ Race:___ 
Age: _____

Length of call:_______

Number at which call is received:_____________

Time:_________ 
Date____ / ____ / ____

Enclosure 4

A BRIEF GUIDE TO SELF PROTECTION 

AGAINST TERRORIST ATTACKS

A.
Introduction

B.
Individual Protective Measures

1. General Guidance

a. Terrorists frequently emulate military organizations as they develop, plan, train, and carry out terrorist attacks. Terrorists have a critical need for information regarding the whereabouts, habits, working environments, home environments, and other potential points of leverage against their targets. Intelligence collection and analysis is therefore a major function within terrorist organizations.

b. Three intelligence collection methods used by terrorists against their potential targets have been noted:

(1) Human Intelligence (HUMINT)—Terrorists’ use of people to gather information about military capabilities and intentions can be countered by adhering to physical and information security practices. HUMINT collecting can include seemingly unimportant bar or restaurant conversation concerning operations or the release of telephone numbers and addresses of key personnel.

(2) Photographic Intelligence (PHOTINT)—Terrorists’ attempts to gather information through photography of surveillance procedures can be frustrated by using walls, barriers, lighting, curtains,, window films, and other techniques to make unobtrusive photographing DoD personnel from the periphery of an installation or facility difficult. Established patterns of activity provide information to a terrorist and make it easy to photograph targets. Eliminating routines and using established operations security practices to hide routines or otherwise deceive outside observers should be a part of a AT/FP Program Plan.

(3) Signals Intelligence (SIGINT)—Terrorist often attempt to intercept communication signals using police scanners, wiretaps, or other signals interception techniques. These attempts should be countered by use of protected communications systems, use of encrypted or protected data files, and development and use of family “codes” to authenticate messages among family members where there is a risk of kidnap, hostage taking, or other terrorist acts.

c.
One of the most important individual protective measures that can be taken by DoD-affiliated persons is to develop personal habits and practices that frustrate terrorist attempts to determine their nationality, their professions, their individual job responsibilities, their association with DoD and their overall importance to DoD. The following are a few general observations that apply to DoD personnel, DoD contractors, and dependents. 

2. Overcome Routines

Most persons and organizations fall into habits or routine behaviors. Work begins and ends at the same time every day; meals are eaten in the same cafeteria; exercise takes place at the same time and at the same location every day; and individuals follow the same route to and from the office every day. Terrorists normally plan their actions carefully. They will observe the potential target’s routines in order to decrease their risks and increase the probability of success. The ability to be unpredictable increases the risks to terrorists and severely decreases the chances of their success. Reduced probability of success in kidnapping or killing a target makes target far less desirable.

a. Vary your route to and from work, and the time you arrive and leave.

b. Exercise on a varying schedule, utilizing different routes and distances. It is best not to exercise alone.

c. Avoid routines (time and location) for shopping, lunch, etc.

d. Do not divulge personal information to strangers.

e. Enter and exit buildings through different doors, if possible.

3.
Maintain a Low Profile

a. Americans are fairly easy to identify in an overseas area.

(1)
DoD personnel should dress and behave in public in a manner consistent with local customs. Items that are distinctively American should not be worn or displayed outside American compounds unless necessary to accomplish official business. 
(2)  Examples of such items include:  Cowboy hats, cowboy boots, Western belts, Clothing adorned with American flags or other national symbols (Statute of Liberty), city, or commercial logos, Suitcases, backpacks, brief cases, attaché cases, or shopping bags with stickers, decals, or other distinctively American symbols,
Tattoos, patches, military duffel bags, or military style clothing, with or with unit or American identification markings.

(3)  Show respect for local customs.  Refrain from smoking in public; wear proper attire when visiting national monuments, houses of worship and other religious shrines or institutions, public buildings; and limit public displays of affection to the mannerisms used by local residents to show affection and respect for spouses, elders, and children.

(4)
Reduce visibility in the local community.  DoD-affiliated personnel are good citizens and often desire to participate in all community activities. Reducing the visibility of DoD-affiliated persons within a community should not mean that DoD-affiliated persons should give up active community life as PTA members, Scout leaders, memberships in religious or educational organizations. It does mean that DoD-affiliated persons should reconsider running for elected leadership positions in community organizations. They should shun publicity where possible, and avoid serving in civic positions where publicity cannot be avoided.

(5)
Do not flash large sums of money, expensive jewelry, or luxury items.
3. Be Sensitive to Changes in the Security Atmosphere

Security awareness should be encouraged at all times. Specifically watch out for the following:

a. Be alert for surveillance attempts, or suspicious persons or activities, and report them to the proper authorities.  Trust your gut feelings. If you think something is wrong, you are probably right. Report suspicions and concerns to the installation or unit security officials immediately; if they are not available, report such information to the nearest intelligence activity.

b. Watch for unexplained absences of local citizens as an early warning of possible terrorist actions.
c. Avoid public disputes or confrontations. Report any trouble to the proper authorities.
d. Do not unnecessarily divulge your home address, phone number, or family information.
5. Be Prepared for Unexpected Events

Even though DoD personnel and DoD contractors may do everything recommended above and elsewhere in this handbook, they may still be threatened by or become victimized by a terrorist act. Therefore, all DoD personnel and DoD contractors should implement the following general measures are strongly recommended.

a. Get into the habit of “checking in” to let friends and coworkers know where you are or when to expect you.

b.
Know how to use the local phone system. Always carry “telephone change.”
Know the emergency numbers for local police, fire, ambulance, and hospital. Memorize the phone numbers for local military police, the nearest U.S. embassy or consulate, or other U.S. Government missions who might be in a position to summon aid should assistance be needed.

c.
Know the locations of civilian police, military police, government agencies, the U.S. Embassy, and other safe locations where you can find refuge or assistance.

d.
Know certain key phrases in the local language.  Such phrases include “I need a policeman,” “Take me to a doctor,” “Where is the hospital?” and “Where is the police station?” If such phrases are difficult to learn or time is too short, have someone write them down on small file cards. A 3  5 card can contain several phrases written out phonetically that can be read to summon assistance; alternatively, then can be written down so that a person in need of assistance can merely show a card to someone competent in a local language, thereby summoning help.

e. Set up simple signal systems that can alert associates that there is a danger. Do not share this information with anyone not involved in your signal system.

f. Carry identification showing your blood type and any special medical conditions. Keep a minimum of a one-week supply of essential medication on hand at all times.

g. Keep your personal affairs in good order. Keep wills current, have powers of attorney drawn up, take measures to ensure family financial security, and develop a plan for family actions in the event you are taken hostage.

h.
Do not carry sensitive or potentially embarrassing items.
6. Working Environments

a. The working environment is not immune from attempted acts by criminals or terrorists. DoD installations in CONUS and U.S. Government installations outside of CONUS usually provide a level of basic security comparable to or superior to the basic level of security provided in the surrounding community. Nevertheless, it is important that a sense of complacency not set in merely because the office is located in a nominally secure area.

b.
The following are general practices that will aid in reducing the likelihood of terrorist attack:

(1)
General Suggestions for Office Security
(a) Establish and support an effective security program for the office

(b) Discourage use of office facilities to store objects of significant intrinsic value unless essential for the mission or function of the activity (such items include petty cash boxes, firearms, personal stereos, binoculars, negotiable securities, original artwork of potential commercial interest, etc.)

(c) Ensure that all persons working in an office are trained to be alert for suspicious activities, persons or objects

(d) Arrange office interiors so that strange or foreign objects left in the room will be immediately recognized (e.g., remove obvious obstructions behind which or within which improvised explosive devices could be concealed such as draperies, closed waste baskets, unsecured desks and filing cabinets, and planters

(e) Provide for security systems on exterior doors and windows
(f) Ensure that access control procedures are rigorously observed at all times for access to
1.
the installation

2.
buildings within an installation

3.
restricted and/or exclusion areas with a building

(g)
Use an identification badge system containing a photograph. 

Photo badge systems facilitate security by making it easy to identify employees, visitors, maintenance personnel, and facilities management/security personnel. Badges should be renewed periodically; badging systems should be modified every two or three years to preclude use of altered, expired or stolen badges.

(h)  
Locate desks in a way that persons entering the office or suite can be observed.

(i)   
Identify offices by room number, color, or object name, and not by rank, title, or name of incumbent (room 545, the gold room, the Berlin room, the maple room, not the General’s office, the Assistant Attaché’s office, or the S-2’s office)

(j)  Do not use nameplates on offices and parking places.

(2)  Office Procedures

Day to day activities within an office can help establish an environment in which it is more or less difficult for terrorists to gain knowledge needed to successfully attack DoD personnel, facilities, material, or DoD contractors. The following steps can be taken to make intelligence collection and targeting more difficult for terrorists, forcing them to spend more time collecting information, leaving them exposed and visible for detection by counterintelligence and law enforcement efforts, and leaving them more vulnerable to counterterrorism as well as antiterrorism actions.

(a) Telephone and Mail Procedures

1. Rank or title should not be used when answering telephones.

2. When taking telephone messages, do not reveal the whereabouts or activities of the person being sought unless the individual taking the message personally knows the caller.

3. Collect telephone messages in unmarked folders; do not leave exposed for observers to identify caller names and phone numbers, persons called, and messages left.
4. Observe caution when opening mail. In particular, be on the look out for letters or packages which might contain improvised explosive devices. A checklist to aid in letter bomb or packaged IEDs appears in Appendix Q.
(b) Visitor Control Procedures

1. Access to the executive office area should be strictly limited; during periods of increased threat, access to additional office, shop, laboratory, and other areas within the installation should also be controlled.

2. Doors from the visitor access area to executive offices or other restricted areas of a facility should be locked from within; there should be only one visitor entrance and exit to a restricted access or exclusion area.

3. Have a receptionist or guard clear all visitors before they enter inner offices.

4. Permit workmen or visitors access to restricted areas or exclusion areas only with escort and only with proper identification; confirm work to be done prior to admitting workmen to restricted areas of the facility.

5. Limit publicity in public waiting areas to information that does not identify personnel by name, position, or office location.

6. Do not post unit rosters, manning boards, or photo boards where they can be viewed by visitors or local contractors providing cleaning services, food and beverage services, delivery of office supplies, removal of trash or waste, care of plants, etc.

7. Restrict use of message boards, sign in-out boards, and other visual communications to general statements of availability; do not publicly list local travel itineraries or phone numbers where visitors have easy, unrestricted access to such information.

(3)   General Working Procedures

(a)
Avoid carrying attaché cases, brief cases, or other courier bags unless absolutely necessary.  Brief cases and attaché cases have become symbols or power and prominence in many cultures. Individuals carrying such items are often assumed to be very important persons. Use satchel, bag, or other locally obtained book bag instead 

(b)
Do not carry items that bear markings, which identify the owner by rank or title, even within the office environment.  Coffee mugs labeled “General, Attaché, Boss” may be seen in use by a visitor sent to gather intelligence to aid in targeting. 

(c)   Avoid working alone late at night and on days when the remainder of the staff is absent.

(d)
If late night work is necessary, work in conference rooms or internal offices where observation from the outside of the building is not possible. 
Persons working at night should turn lights on and off in several offices before going to their own offices to disguise the purpose of their activities to outside observers. 

(e)
Office doors should be locked when vacant for any lengthy period, at night and on weekends.  The security office and the incumbent should retain keys to the office.

(f)
Papers, correspondence, communications materials, and other documents should not be left unattended overnight.  A clean desk policy facilitates improved security as it makes it difficult to hide intelligence collection devices or improvised explosive devices in occupied offices at the close of a working day. 

(g)   Maintenance activity and janitorial services in key offices, production, maintenance or other areas installation areas should be performed under the supervision of security personnel.

(h)   Removal of property, materiel, or information stored on any media from the facility should be prohibited without proper written authorization.

(i)
Consider prohibiting the importation of property, materiel, or information stored on any media into the facility unless such items have been properly inspected.  Inspection of boxes, briefcases, handbags, and other containers should focus on improvised explosive devices, fire arms, incendiary devices and accelerants, and information collection devices. Inspection of electronic media should focus on computer viruses or other programs which might be used to modify operating systems or applications programs permitting unauthorized access to information stored on or accessed through the facility’s computers. 

(j)   Offices not in use should be locked to prohibit unauthorized access or the storage of material which could be used to hide improvised explosive devices or intelligence collection devices.

(j) Use of vehicles or vehicle markings which make it possible to readily identify the vehicle and its occupants as U.S. Government or DoD contractor personnel should be minimized. 

(k) All personnel should have access to some sort of duress alarm to annunciate and warn of terrorist attack.

(l) Guard posts should be equipped with covert duress alarms, which can be used to alert backup forces, summon assistance, or otherwise alert critical personnel for the need to take special actions to avoid a terrorist incident.

(m) Placement of office furnishings directly in front of exterior windows is to be avoided if at all possible. 

(4)  Special Procedures for Executive Assistants  Many critical personnel will have aides or executive assistants assigned to their offices to provide additional clerical and professional support. These assistants can be significant security assets if properly trained, and can represent the difference between a successful or unsuccessful terrorist attack. The following suggestions are intended to be a guide for aides and executive assistants who may find themselves performing personnel security duties as collateral duty.

(a) Request installation of physical barriers such as electromagnetically operated doors to separate offices of senior executives from other offices.

(b) Request installation of a silent trouble alarm button, with a signal terminating in the Security Department or at another the aide’s desk some distance away to ensure that in the event of an emergency it will be possible for someone other than the executive to summon assistance.

(c)
Do not admit visitors into the executive area unless they have been positively screened in advance or are known from previous visits. 
If the visitors arrive without appointments, they should not be admitted until satisfactory identification and valid reasons for the visit have been established. In such instances, installation security should be notified and a security officer asked to come to the scene until the visitors establish legitimate reasons for being in the office. If the visitors cannot do so, the security officer should be asked to escort the visitor out of the building.

(d)  Unknown callers should not be informed of the whereabouts of the executive, his/her home address, or telephone number. 

(e)   A fire extinguisher, first-aid kit, and oxygen bottle should be stored in the office area.

(f)
When receiving a threatening call, including a bomb threat, extortion threat, or form a mentally disturbed individual, remain calm and listen carefully. Each aide or executive assistant should have a threatening telephone call checklist, which should be completed as soon as possible. A recommended checklist is attached as (enclosure 3).

(g)  Do not accept packages from strangers until satisfied with the individual’s identity and the nature of the parcel.

(h) Travel itineraries for all personnel should be kept absolutely private. Distribution should be limited strictly to those with a need to know.

(i)
Daily schedules for senior officers and civilian officials should be distributed on a limited basis and should contain only that information needed by each recipient.  For example, if the Defense Attaché is scheduled to meet with his staff and the Embassy’s foreign military training staff, the schedule distributed within the Embassy should only indicate that the Attaché will be in a meeting during the scheduled block of time. Those participating in the meeting should be given specific, supplemental information in a separate package.

6.     Safehaven

DoD personnel who are identified as mission critical to a unit, an installation, a command, or an activity, should be familiar with the location of safehavens available within U.S. Government and DoD installations. They should be briefed on emergency routes to and from their scheduled locations to such safehavens. Executive assistants and security personnel should regularly train and exercise procedures to be used in the event that it is necessary to evacuate mission critical personnel to safehavens.

ENCLOSURE 5
Postal Security Measures

Letter or package Improvised Explosive Device
 Recognition Chart

	WEIGHT
_____Weight unevenly distributed.

_____Heavier than usual for its size.

_____Heavier than usual for its postal class.


	WRITING
_____Foreign writing style.

_____Misspelled words.

_____Marked “Air Mail,” “Registered,” “Certified,” or “Special Delivery.”

_____Marked “Personal”, “Confidential,” “Private,” or “Eyes Only. “



	THICKNESS
_____For medium size envelops, the thickness of a small book.

_____Not uniform or has bulges.

_____For large envelopes, bulkiness, an inch or more in thickness.


	ENVELOPE
_____Peculiar odor.

_____Inner sealed enclosure.

_____Excessive sealing material.

_____Oil stains.

_____Springiness.

_____Wires, string, or foil sticking out or attached.

_____Ink stains.



	ADDRESS
_____No return address.

_____Poorly typed or handwritten address.

_____Hand-printed.

_____Title for the executive (recipient) incorrect.

_____Addressed to a high-ranking recipient by name, title, or department.


	POSTMARK
_____Foreign.

_____From an unusual city or town. 



	RIGIDITY
_____Greater than normal, particularly along its center length.


	STAMPS
_____More than enough postage. 




ENCLOSURE 6
Personal VEHICLE SECURITY Tips

A. Introduction

An extremely important aspect of personal security is the need for regular vehicle inspections.  Many terrorist actions are accomplished by placing bombs in individual vehicles.  This provides the terrorist less risk and increases the chance of "hitting" the appropriate target.  The following are some relatively simply steps that every driver of every DoD Privately Operated Vehicle can take to reduce the likelihood of being hurt by a terrorist act centered around a personal automobile.

B. Vehicle Inspection tips

1. Every time you use your automobile, you should make a precautionary inspection.  Bomb emplacement by terrorists is often rudimentary or hastily done, thereby providing the opportunity for easy detection.  Make a habit of checking the vehicle and the surrounding area before entering and starting the vehicle.

a. Check interior of the vehicle for intruders or suspicious items.

b. Check electronic tamper device, if installed.  A cheaper option is to use transparent tape on the hood, trunk, and doors to alert you to any tampering.

c. Check underneath the car and in the fender wells for any foreign objects, loose wires, etc.

d. Examine tires for stress marks and any evidence of tampering.

e. Check wheel lug nuts.

f. Check exterior for any fingerprints, smudges, or other signs of tampering.

2.   You may consider the following suggestions in an effort to "harden" your vehicle:

a. Lock the hood with an additional lock and ensure that the factory latch is located inside.

b. Have oversized mirrors installed.

c. Utilize a locking gas cap.

d. Put two bolts through the exhaust pipe, perpendicular to one another.  This prevents the insertion of explosive devices in the tail pipe.

e. Use steel-belted radial tires.

f. Install an intrusion alarm system and an extra battery.

g. In high-threat areas it may be appropriate to:

(1) install car armor

(2) have an interior escape latch on the trunk

(3) use fog lights

(4) install bulletproof glass

ENCLOSURE 7
GROUND TRANSPORTATION SECURITY Tips

A. INTRODUCTION

Criminal and terrorist acts against individuals usually occur outside the home and after the individual's habits have been established.  Typically, most predictable habit is the route of travel from home to duty station or to commonly frequented local facilities.

B. VEHICLES
1.   ____    Select a plain car, minimize the "rich American" look.

2.
____
Consider not using a government car that announces ownership.

3.
____
Safeguard keys.

4.
____
Auto maintenance:

a.
____
Keep vehicle in good repair.  You don't want it to fail when you need it most.

b.
____
Keep gas tank at least 1/2 full at all times.

c.
____
Ensure tires have sufficient tread.

C. PARKING

1.
____
Park in well lighted areas.

2.
____
Always lock your car...even when it's outside your house.

3.
____
Don't leave it on the street overnight, if possible.

4.
____
Never get out without checking for suspicious persons.  If in doubt drive away.

5.
____
Leave only the ignition key with parking attendants.

6.
____
Don't allow entry to the trunk unless you're there to watch.

7.
____
Never leave garage doors open or unlocked.

8.
____
Use a remote garage door opener if available.  Enter and exit your car in the security of the closed garage.

D. ON THE ROAD

1.
____
Before leaving buildings to get into your vehicle, check the surrounding area to determine if anything of a suspicious nature exists.  Before leaving your vehicle, look around carefully to be confident you are not headed directly into a threatening situation.

2.
____
Before entering vehicles, check for suspicious objects on the seats.  You may also look underneath the seats.

3.
____
Guard against the establishment of routines by varying times, routes, and modes of travel.  Avoid late night travel.

4.
____
Travel with companions or in convoy when possible.

5.
____
Avoid isolated roads and dark alleys.

6.
____
Know locations of safe havens along routes of routine travel.

7.
____
Habitually ride with seatbelts buckled, doors locked, and windows closed.

8.
____
Do not allow your vehicle to be boxed in; maintain a minimum 8-foot interval between your vehicle and the vehicle in front; avoid the inner lanes.

9.
____
Be alert while driving or riding.

10.
____
Know how to react if surveillance is suspected or confirmed.

a.
____
Circle the block for confirmation of surveillance.

b.
____
Do not stop or take other actions which could lead to confrontation.

c.
____
Do not drive home.

d.
____
Get description of car and its occupants.

e.
____
Go to nearest safehaven.  Report incident to the nearest DoD counter-intelligence, security, or law enforcement organization.

11.
____
Recognize events that can signal the start of an attack, such as:

a.
____
Cyclist falling in front of your car.

b.
____
Flagman or workman stopping your car.

c.
____
Fake police or government checkpoint.

d.
____
Disabled vehicle or accident victims on the road.

e.
____
Unusual detours.

f.
____
An accident in which your car is struck.

g.
____
Cars or pedestrian traffic that box you in.

h.
____
Sudden activity or gunfire.

12.
____
Know what to do if under attack in a vehicle.

a.
____
Without subjecting yourself, passengers, or pedestrians to harm, try to draw attention to your car by sounding the horn.

b.
____
Put another vehicle between you and your pursuer.

c.
____
Execute immediate turn and escape, jump curb at 30-45 degree angle, 35 mph maximum.

d.
____
Ram blocking vehicle if necessary.

e.
____
Go to closest safehaven.

f.
____
Report incident to nearest DoD counter-intelligence, security, or law enforcement organization.

E. COMMERCIAL BUSES, TRAINS, AND TAXIS

1.
____
Vary mode of commercial transportation.

2.
____
Select busy stops.

3.
____
Don't always use the same taxi company.

4.
____
Don't let someone you don't know direct you to a specific cab.

5.
____
Ensure taxi is licensed, has safety equipment (seat belts at minimum).

6.
____
Ensure face of driver and picture on license are the same.

7.
____
Try to travel with a companion.

8.
____
If possible, specify the route you want taxi to follow.

ENCLOSURE 8
Vehicle Bomb Search

The following material is intended to provide a step by step guide that can be used by every driver to carefully and thoroughly inspect government and personal vehicles for the presence of improvised explosive devices.

A. Prevention

1.
____
Be suspicious.

2.
____
Check your vehicle at irregular times.

3.
____
Always lock your vehicle.

4.
____
Let a fine coat of dust remain on the vehicle surface or apply talc powder to help detect tampering.

5.
____
Secure transparent tape to vehicle doors, trunk, and hood to help to detect tampering.

6.
____
Install two bolts in an X pattern over the open end of the exhaust pipe.  That's one place a terrorist can easily and quickly place a bomb.  Another favorite spot is the fuel tank.  Use a locking gas cap and install or have installed a mesh strainer in the mouth of the filler tube.

7.
____
Don't wait for passengers in an idling or parked vehicle.  Get outside where you can see everything that's happening.

B. Exterior Search

1.
____
Unless your vehicle has been under 24-hour guard, always assume that it has been rigged with a bomb.  Here's how you can search your vehicle to find that bomb.  NOTE:  if you find a bomb, DO NOT TOUCH IT.  Contact the explosive ordnance disposal (EOD) unit.  Know your vehicle inside and out so you can quickly recognize something wrong.

2.
____
If possible, search in pairs.  Start by searching the area around the vehicle.

3.
____
Examine the exterior surfaces of the vehicle.  Look for signs of tampering:  wires hanging down, doors, hood, or trunk left ajar, anything different.

4.
____
Check the film of dust or talc powder.  It is undisturbed?  Has another layer of dust appeared?

5.
____
Has the transparent tape been removed or broken?

6.
____
Has the hood or trunk lock been jimmied?  Look; do not lift it.  Are there any other signs of forced entry?  Broken windows, scratched paint, and bent or damaged metal?

7.
____
Look closely for any bits of tape or wire lying around inside or outside.

8.
____
Look for any unusual marks on the ground.

9.
____
Examine the ground near the wheels for any signs of digging.

10.
____
Now check the gas tank.  Remove the cap and look inside.

11.
____
Check in and around the exhaust pipes.

12.
___
Now check the undercarriage.  If you can, use a long-handled mirror to help in your search.

13.
___
Look for disturbed dirt, suspicious tape or wires, or objects that don't belong there.

14.
___
Look in the wheel wells and behind the bumpers.

15.
___
Use extreme caution when searching any external compartments.  Open just a crack first, look, and then feel gently with your finger for a trip wire.  If none is found, the compartment can be opened all the way.

16.
___
Look everywhere:  steps, handholds, and even the canvas tops of tactical vehicles.

C. Interior Search

1.
____
Use extreme caution!  Always look inside before you move inside.

2.
____
Looking through the windows, do you see anything out of place?  Has anything been moved?

3.
____
Has anything been added:  a package or briefcase that doesn't belong there?

4.
____
Do you see tapes or wires hanging down?

5.
____
Is the door ajar more than a quarter of an inch?

6.
____
Are there any wires protruding from beneath any doors?  If all is clear, open the door.

7.
____
Don't touch anything yet.  Make a visual search of the interior.  Look under and around the seat.  Never rest your hand on the seat.
8.
____
Look at the carpet or floor mats for any suspicious bulges.  Look as far as you can under the seat and around and behind it.

9.
____
Look around and behind all the other seats.

10.
___
Now slip into the seat and check the ashtray, adjustable headrest, and seatbelt.

11.
___
In a sedan, pay special attention to the right rear passenger seat.

12.
___
Carefully check the glove compartment.

13.
___
Look under the dash, checking especially for strange tapes and wires.

14.
___
Use a flashlight to check the air conditioning ducts and other cavities.

15.
___
Carefully examine the sun visors and mirror for signs of tampering.

D. Engine and Trunk Search

1.
___
Now exit the vehicle and open the hood, a quarter inch at first.  Be very thorough in feeling gently for wires along the length of the hood.

2.
___
Raise the hood and make a thorough search of the engine compartment and firewall.

a.
___
First, look for any strange or new looking wires attached to the battery, to the clutch, coil, accelerator, or any power-operated equipment.

b.
___
Check in the cavities for anything that looks like it doesn't belong and anything out of place.

c.
___
Open the air filter and look inside.  Pay special attention to the spark plug wires, the distributor, the ignition area, and the exhaust manifold.

3.
___
Next, open the trunk just a quarter inch.  Feel for wires along all the edges.  Then open it to check all the items inside.  Anything rearranged?  Anything new?

4.
___
Check the spare tire to ensure it is filled with air.

E. Careful Start

1.
____
If everything looks OK so far, get into the driver's seat and check the dashboard.

2.
____
Look at the turn signals and lights.  Nothing unusual?  Then turn them on.  Do the same -- look, then try -- with the wipers and washer, radio, and horn.

3.
____
Start the vehicle, let it run for about 2 minutes, then go on about your business.

F. Summary

1. Try to develop a sixth sense about potential danger in your area.

2. Search your vehicle at irregular times, but always use the same routine so you don't overlook anything.

3. Know your car inside and out so you can recognize anything different.

4. If you do find a suspicious-looking item, don't touch it:  call EOD immediately.

5. The minutes spent searching your vehicle can mean a lifetime for you and your passengers.

ENCLOSURE 9

CRISIS ACTION RESPONSE
1.  GENERAL.  Initial response to a crisis is critical to successful recovery and resumption of the mission.  No two incidents are exactly the same, but lessons can be drawn from the past to assist in proper response to a future crisis.  This enclosure includes items of concern that were a factor in previous incidents, and should be considered for applicability to any incident or crisis situation in the future.

2.  EXECUTION.  The following is a list of possible requirements.  Use this list to begin planning for execution.  At the USCENTCOM level, JRAC will prompt the people on scene to ascertain the requirement, then coordinate with CONUS supporting commands and agencies to execute approved requirements.  Regarding events that occur on the Arabian Peninsula, the JRAC can assist by coordinating inter-theater support for the on-scene commander.  Intra-theater support will normally be coordinated by or through component commanders in coordination with the crisis action team (CAT), USCENTCOM.  Local commanders, JRAC, and USDR staffs will evaluate and validate on-scene requirements, forwarding to USCENTCOM those requiring external assistance/ coordination.


a.  Initial Notification Requirements - IMMEDIATE ON-SCENE.  Ensure the rapid notification of the following:



(1)  COMPONENT COMMAND FORWARD HEADQUARTERS.



(2)  JRAC.



(3)  USDR.



(4)  COM.



(5)  USCENTCOM  COMMAND CENTER.



(6)  MARCENT and NAVCENT



(7)  UNIT MEMBERS (particularly if threat remains or is unknown).


b.  Initial Notification Requirements - FOLLOW-ON.  The USCENTCOM Command Center will execute appropriate OPREP-3 and/or JCS EAP Vol. VI Emergency Conferences following consultation with CCJ3 or CCDJ3.  


c.  Data Collection and Reporting:  Gather as much information as possible for initial notification report, but do not delay notification to gather complete data.  All OPREP-3 reports will be submitted as soon as possible after an event or incident has occurred and sent at FLASH precedence.  The goal is to make initial voice reports to USCENTCOM Command Center within 15 minutes of an incident, with message reports submitted within 1 hour of the incident.  Use all sources, including host nation agencies, to gather data (who, what, when, where, how):  Submit updates as required by USCENTCOM Command Center.  Initial reports should focus on acquiring the following information.



(1)  CASUALTIES (total U.S. military, dependents, DoD civilians, other 


      
AMCITS, TCNs).



(2)  TYPE OF INCIDENT (shooting, bombing, etc.)



(3)  WEAPONS USED (If applicable).



(4)  STATUS OF PERPETRATORS.



(5)  ASSESS VULNERABILITY OF SITE, AS WELL AS REMAINING 


      
SITES AND PERSONNEL.


d.  Possible Initial Requirements:  Determine initial requirements for support for the following functional support areas.  Provide specifics for each requirement where possible. (i.e. how much, how many, when do you need it, recommended delivery mode, delivery location, etc.):



 (1)  MEDICAL SUPPORT (Aeromedical Evacuation Teams, Surgeons, Surgeons 

      to supervise local medical care operations, specialists, nurses, etc.)



 (2)  STRESS MANAGEMENT TEAMS.



 (3)  EOD TEAM(S).



 (4)  AUGMENTATION OF SECURITY FORCES (U.S. or host nation).



 (5)  AUGMENTATION OF SECURITY EQUIPMENT (U.S. or host nation).



 (6)  RESCUE TEAMS/EQUIPMENT.



 (7)  SEARCH TEAMS/DOGS.



 (8)  COMMUNICATIONS EQUIPMENT AUGMENTATION.



 (9)  INTERAGENCY COORDINATION (DOS, FBI, etc.)



(10)  CASUALTY NOTIFICATION PROCEDURES.



(11)  PUBLIC AFFAIRS RELEASES.



(12)  LEGAL SUPPORT AND REQUIREMENTS.



(13)  TRANSPORTATION OF REMAINS (Mode of transportation, escorts,  


       departure/ arrival ceremony, family member coordination, etc.)



(14)  PERSONNEL REPLACEMENT.



(15)  SAFE HAVEN PROCEDURES FOR PERSONNEL.



(16)  EVACUATION OF PERSONNEL.



(17)  HOST NATION COORDINATION (Increases security, investigation 


       cooperation, medical support, etc.).



(18)  TRANSPORTATION COORDINATION ASSISTANCE(Inter/Intra-theater 

       lift coordination to support external support provided e.g. FBI, U.S. Security 



       augmentees, evacuation support, etc.).


e.  JRAC SUPPORT.  By the nature of the personnel assigned to the JRAC, they may be able to provide on-the-spot expertise and advice on the full range of security subjects from EOD to airfield security.  Consider the JRAC for short notice on-site support.

ENCLOSURE 10

FORCE PROTECTION DEFINITIONS

1.  ANTI-TERRORISM (AT).  Includes defensive measures used to reduce the vulnerability of individuals and property to terrorist acts, to include limited response and containment by local military forces (Ref: Joint Pub 3-07.2).

2.  COUNTERTERRORISM (CT).  Involves those offensive measures taken to prevent, deter, and respond to terrorism.  Sensitive and compartmented counterterrorism programs are addressed in relevant National Security Decision Directives (NSDDs), National Security Directives (NSDs), contingency plans, and other relevant classified documents (Ref: Joint Pub 3-07.2).

3.  COMBATTING TERRORISM.  Actions, including Antiterrorism and Counterterrorism, taken to oppose terrorism throughout the entire threat spectrum. (Ref: Joint Pub 3-07.2)

4.  COUNTERINTELLIGENCE (CI).  Information gathered and activities conducted to protect against espionage, other intelligence activities, sabotage, or assassinations conducted by or on behalf of foreign governments or elements thereof, foreign organizations, or foreign persons, or international terrorist activities.  (Ref: Joint Pubs 1-02 and 2-01.2)

5.  EMERGENCY ACTION COMMITTEE (EAC).  An organization established at a Foreign Service post by the Chief of Mission or principal officer, for the purpose of planning and coordinating the post's response to contingencies.

6.  FORCE PROTECTION (FP).  A security program designed to protect soldiers, civilian employees, family members, facilities, and equipment in all locations and situations.  This is accomplished through planned and integrated application of combating terrorism, physical security, operations security (OPSEC), personal protective services, supported by intelligence, counterintelligence, and other security programs (Ref: Joint Pub 3-07.2).

7.  FORCE PROTECTION BOARD (FPB).  Chaired by CCJ3 and convened only as required. The FPB is composed of primary representatives from CCJ1, CCJ2, CCJ3, CCJ4/7, CCJ5, CCPM, and CCJA, with representative from other directorate/staff functional areas participating when required.  Functions as the USCENTCOM focal point for all activities relating to force protection within the command.  Provides administrative oversight of force protection planning and execution within USCENTCOM to include issues pertaining to the anti-terrorism program.  The FPB recommends changes on terrorist threat conditions to Commander in Chief, USCENTCOM.

8.  FULLY-ARMORED VEHICLES.  These vehicles are hereafter referred to as non-tactical heavy armored vehicles (HAVs).  HAVs are commercially-designed and manufactured, fully-armor configured motor vehicles that are procured especially to provide security protection to certain key DOD officials or visiting dignitaries.

9.  HIGH-RISK BILLET.  Authorized personnel billet (identified and recommended by appropriate authority) that because of grade, assignment, travel itinerary, or symbolic value may make personnel filling them an especially attractive or accessible terrorist target.

10.  HIGH-RISK PERSONNEL (HRP).  U.S. personnel who, by their grade, assignment, or symbolic value are likely to be attractive or accessible terrorist targets.

11.  HIGH-RISK TARGETS.  U.S. material resources and facilities are often attractive and/or accessible terrorist targets because of mission sensitivity, ease of access, isolation, or symbolic value.

12.  OPERATIONS SECURITY (OPSEC).  A process of identifying critical information and subsequently analyzing friendly actions attendant to operations and other activities to:

        (1)  Identify those actions that can be observed by adversary intelligence systems.

        (2)  Determine indicators hostile intelligence systems might obtain that could be interpreted or pieced together to derive critical information in time to be useful to adversaries.

        (3)  Select and execute measures that eliminate or reduce to an acceptable level the vulnerabilities of friendly actions to adversary exploitation. (Ref: Joint Pub 3-07.2)

13.  PARTIALLY-ARMORED VEHICLES.  These vehicles, also referred to as kit cars, are hereafter referred to as non-tactical light armored vehicles (LAVs).  LAVs are motor vehicles obtained through normal procurement channels to fulfill valid transportation requirements, and which are later altered by affixing armoring materials to the windows and body.

14.   PHYSICAL SECURITY.  That part of security concerned with physical measures designed to safeguard personnel, to prevent unauthorized access to equipment, installations, material and documents, and to safeguard them against espionage, sabotage, damage, and theft.  (Ref:  Joint Pub 1-02)

15.  REGIONAL SURVEY TEAM (RST).  As of 1 October 1994, USCENTCOM exercises policy oversight of the RST program and COMSOCENT exercises operational control over the RST program and plans for the military assistance to Foreign Service Posts (FSP) in support of non-combatant evacuation operations (NEO).

16.  SAFE HAVEN.  A predetermined facility that affords a degree of security from harm or risk by hostile agents.  Normally a strong, secure room or closet containing essentials to sustain life for a limited time plus communications to call for assistance.

17.  TERRORISM.  The calculated use of violence to inculcate fear; intended to coerce or to intimidate governments or societies in the pursuit of goals that are generally political, religious, or ideological.

18.  TERRORIST.  An individual who utilizes violence, terror, and intimidation to achieve a result.

19.   TERRORIST THREAT CONDITIONS (Threatcons).  A Joint Chiefs of Staff approved program standardizing the Military Services' identification of and recommended responses to terrorist threats against U.S. personnel and facilities.  This program facilitates interservice coordination and support for antiterrorism activities.  Under this system, specific protective security measures are identified to be taken under each Threatcon.  Normally Threatcons are declared by commanders at the site or installation level of command. Within USCENTCOM AOR, the senior U.S. Government, on-site representative in coordination with the U.S. Ambassador, will make the Threatcon determination.  The SAO Chief or senior military commander such as the Commander, U.S. Naval Forces Central Command will establish Threatcons for the sites/installations under their cognizance.  There are five Threatcon definitions:

          (1) Threatcon Normal.  This condition exists when a general threat of possible terrorist activity exists, but warrants only a routine security posture.

          (2) Threatcon Alpha.  This condition applies when there is a general threat of possible terrorist activity against personnel and facilities, the nature and extent of which are unpredictable, and circumstances do not justify full implementation of Threatcon Bravo measures.  However, it may be necessary to implement certain measures from higher Threatcons resulting from intelligence received or as a deterrent. The measures in this Threatcon must be capable of being maintained indefinitely.

          (3) Threatcon Bravo.  This condition applies when an increased and more predictable threat of terrorist activity exists.  The measures in this Threatcon must be capable of being maintained for weeks without causing undue hardship, without affecting operational capability, or aggravating relations with local authorities.

          (4) Threatcon Charlie.  This condition applies when an incident occurs or when intelligence is received indicating some form of terrorist action against personnel and facilities is imminent.  Implementation of measures in this Threatcon for more than a short period probably will create a hardship and affect the peacetime activities of the unit and its personnel.

          (5) Threatcon Delta.  This condition applies in the immediate area where a terrorist attack has occurred or when intelligence has been received that terrorist action against a specific location or person is likely.  Normally, this Threatcon is declared as a localized condition.

20.  TERRORIST THREAT LEVEL.  An intelligence threat assessment made by the Command Director of Intelligence (CCJ2), for the Commander in Chief, USCENTCOM, of the level of terrorist threat faced by U.S. personnel and interests in each of the Command's AOR countries.  The assessment made, is based on a continuous intelligence analysis of a minimum of five elements:  terrorist group existence, capability, history, trends, and targeting.  Threat levels are then classified into one of five levels:  NEGLIGIBLE, LOW, MEDIUM, HIGH, and CRITICAL.  USCENTCOM threat level assessments should not be confused with Threatcons.  Threat level assessments are provided to SAO Chief/Commanders to assist them in determining the appropriate local Threatcon.  (DA and DoS also make threat assessments, which may differ from those determined by USCENTCOM).

21.  USCENTCOM ACTIVITY.  Any detachment, unit, office, force or component under the Operational Control (OPCON) or Operational Command (OPCOM) of USCINCCENT.

22. U.S. DEFENSE REPRESENTATIVE (USDR).  The USDR is the in-country representative of the Secretary of Defense, the Chairman of the Joint Chiefs of Staff, and the Commander of the Unified Command for coordination of security matters for all in-country noncombat DoD elements (i.e., those DoD personnel and organizations not assigned to, or attached to, and under the command of a combatant commander).  The USDR shall act as the DoD's single point of contact for security issues relating to the DoD/DoS MOU. (Ref.: DoD Instruction 5210.84)

23.  WARDEN NOTIFICATION SYSTEM.  A Department of State system of person-to-person communication used to relay information, alerting orders, or directives to Embassy personnel and other U.S. Citizens.
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